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The Human Element
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http://www.esecuritysolutions.com/cyber-security-training-employee-risks/
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https://www.informationsecuritybuzz.com/news/go-phish-protecting-enterprise-weakest-link/
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https://www.itproportal.com/features/top-ten-phishing-results-show-human-error-is-still-the-weakest-link/
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http://intelligentdatasolutions.io/fixing-the-weakest-link/
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https://www.tripwire.com/state-of-security/ics-security/human-attack-surface-may-weakest-link/
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Contents of phishing emails:
• appeal to ego/flattery
• familiarity
• credulity
• deception
• social manipulation 
• appeal to authority (“Fake CEO” scam)

Bypass or short-circuit cognitive control 
mechanisms  

Phishing Attacks
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Five-Factor Model of Personality
Big-5 Traits:
• Openness to Experience
• Conscientiousness
• Extraversion
• Agreeableness
• Neuroticism

Situation Specificity?
Online Personality?

Dimensions of 
Personality
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Does personality influence cybersecurity behaviour?

Halevi, Lewis, Memon, WWW ’13, 2013
• Neuroticism most associated with responding to phishing email
• Openness with weak security settings.  
• No relationship between awareness of phishing and 

vulnerability

McCormac, et al., Computers in Human Behaviour, 2017, 69, 151-156 
• Conscientiousness, Agreeableness, Stability, Risk-taking explained 

variance in information-security awareness
• Age, gender did not

Who is Vulnerable?
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Multitasking reduces comprehension of persuasive materials (Jeong & 

Hwang, Journal of Communication, 2012, 62, 571-587)

• Maybe also reduces critical analysis of material?
• Generation Net – more multitasking behaviours – but no better 

performance than older generations (Judd, Computers and Education, 2013, 

63, 358-367) 

Cognitive Load reduces learning rate and schema acquisition (Sweller, 

Cognitive Science, 1988, 12, 257-285)

May reduce cybersecurity behaviours (Pfleeger, Caputo Computers And Security 

2012, 4, 597-611)

Attention/Distraction, Fatigue also likely candidates

When are We Vulnerable?
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• Up to 91% of cyber attacks begin with a phishing email
• Up to 30% of phishing emails are opened

• Successful phishing attacks play on basic human 
motivations and emotions

• Fear, curiosity, flattery, urgency, familiarity

• Individual (trait-level) differences in vulnerability
• Personality, Working Memory Capacity

• Situational (state-level) differences in vulnerability
• Multitasking, cognitive load, fatigue, distraction

The Human Element
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Uncertainty and 
Decision Making
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Two neural systems:

Impulsive: amygdala-striatum, automatic, habitual, salient 
behaviours (Robbins, Cador, Taylor, Everitt, Neurosci. Biobehav. Rev, 1989, 13: 155-162)

• Natural and non-natural rewards

Reflective: Prefrontal cortex. Forecasts the future consequences 
of behaviour and allows inhibitory control of automatic processes  
(Everitt & Robbins, Nature Neuroscience, 2005, 8:1481-1489)

• Executive Functions/Cognitive Control
• “Cool” and “Hot” EFs

Dual-Process Model of 
Decision Making
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“Executive Functions” allow conscious control of 
thought, emotion, and action

“Cool” Executive Functions: 
abstract/decontextualised reasoning, working 
memory, strategic planning, performance 
monitoring, task switching. 

“Hot” Executive Functions: self-monitoring for 
socially appropriate behaviours, emotion regulation, 
impulse control.  

“Cool” and “Hot” EFs
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(Zelazo & Müller, Handbook of Child Development, 2002, 445-469)

Cognitive Control

Affective Control



Simulates real-life decision making using 
uncertainty, rewards, and penalties.  
High reward, high punishment 
decks:
Disadvantageous in the long run

Low reward, lower punishment 
decks:
Advantageous

Hot EFs?  Application to Cybersecurity?

Iowa Gambling 
Task 
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Bechara, Damasio, Tranel, Anderson. Cognition, 1994, 50, 7-14 



• Orbitofrontal Brain Damage

• Working memory capacity (WMC)

• Psychophysiology

• Intuition (Turnbull et al., Brain and Cognition, 

2005, 57, 244-247)

Iowa Gambling 
Task
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Brevers, Bechara, Cleeremans, Noel, Frontiers in Psychology, 2013, 4: 665 



Learning and Training
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http://www.esecuritysolutions.com/cyber-security-training-employee-risks/



Most effective when feedback occurs 
in close temporal proximity to 
behaviour.

In cybersecurity:
• Consequences of successful attack 

may not be obvious for weeks or 
months (or ever!)

• No feedback for successful defense 

Feedback
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Improving Cybersecurity
Behaviours
26



Need to develop training methods 
that create mastery/self-efficacy in 
users.

False-phishing attacks raise 
awareness of the issue
But awareness does not correlate with 
behaviour

Rewards for good behaviour!

A Modest 
Proposal

27




	Psybersecurity:�Human Behaviour and Network Security
	Slide Number 2
	The Human Element
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Phishing Attacks
	Dimensions of Personality
	Who is Vulnerable?
	When are We Vulnerable?
	The Human Element
	Uncertainty and Decision Making
	Dual-Process Model of Decision Making
	“Cool” and “Hot” EFs
	Iowa Gambling Task 
	Iowa Gambling Task
	Slide Number 21
	Learning and Training
	Slide Number 23
	Feedback
	Slide Number 25
	Improving Cybersecurity Behaviours
	A Modest Proposal
	Slide Number 28

